




1.b. Where a foreign interest owns five Five percent (5%) or greater increase in the beneficial ownership of
percent (5%) or more of a U.S. the business organization, as determined by voting or investment
business organization that does not rights, by one or more foreign interests as defined in NISPOM
issue stock Appendix C and any U.S. person effectively controlled by a foreign

interest.
2. Where a U.S. business organization Any increase equivalent to 10% or more of the tangible net worth of

owns ten percent (10%) or more of a the business organization.
foreign interest

3. Where a U.S. business organization Appointment of any additional non-U.S. citizen to a position
has non-U.S. citizen Key required to be cleared in connection with the facility clearance or to
Management Personnel (KMP) any position identified in the articles of incorporation, by-laws,

articles of organization, or equivalent governance documentation or
charter for the business organization.

4. Where a Foreign Person has the Any change in such power/authority except amendments or waivers
power to control selection or tenure to governance documentation either to correct manifest error or
ofKMPs/other decisions which are of a formal, minor, or technical nature and do not change

materially any person's rights or obligations.
5. Where there are contracts, Any change expected to result in annual payments to or from an

agreements, understandings, entity where the payments exceed twenty percent (20%) of the
arrangement with foreign person(s) U.S. business organization's annual gross revenues.

6. Where there is indebtedness, There is a changed condition reportable on SF 328 whenever there
liabilities or obligations to foreign is:
persons

(i) any new indebtedness to foreign persons which results in a
liability exceeding ten percent (10%) of the tangible net worth of
the business organization or includes an instrument creating a
mortgage, deed of trust, pledge, lien, security interest or other
charge or encumbrance against (A) any of its property, assets or
leasehold interests exceeding ten percent (10%) of the business
organization's tangible net worth or (B) pledges five percent (5%)
or more of the voting securities of the business organization as
collateral or

(ii) any other new foreign indebtedness where the business
organization permits to exist a leverage ratio exceeding two to one
(2:1) based on the business organization's indebtedness to its
tangible net worth and calculated on the basis of information set
forth in its financial statements.

7.a. Where the business organization With respect to the business organization and that single foreign
derives five percent (5%) or more of person, any change expected to result in annual payments to or from
total revenues/net income from a the business organization where the payments exceed an additional
single foreign person ten percent (10%) of the business organization's annual gross

revenues.
7.b. Where the business organization With respect to the business organization and any foreign persons,

derives thirty percent (30%) or more any change expected to result in annual payments to or from the
of total revenues/net income from business organization where the payments exceed an additional



foreign persons twenty percent (20%) of the business organization's annual gross
revenues.

8. Where there are ten percent (10%) or Any change of five percent (5%) or more in the total number of
more of voting securities held in a shares held in "nominee" shares, in "street names" or in
method which does not identify some other method which does not identify the beneficial owner or
beneficial owner any amendment to the bylaws of the business organization or its

parent related specifically to voting rights of such nominee holders
and any requirements regarding notice of any matter to be presented
by a nominee stockholder at a shareholders meeting including any
amendment affecting the voting and notice rights and obligations of
nominee holders and associated persons who fail to make timely
disclosures required by the U.S. Securities and Exchange
Commission such as Schedule 13D.

9. Where there are KMP(s) holding Any new positions held by persons required to be cleared in
positions or serving as consultants connection with the facility clearance. Excludes positions where the
for foreign person(s) KMP is appointed by the U.S. parent business organization to a seat

on the board or similar governing body of a foreign subsidiary,
provided that the business organization promptly gives DSS notice
of such appointment.

10. Where there are any other factors of Each change qualifying as an affirmative answer to this question
foreign person control or influence and each change having a material effect on the ownership, control

or influence of the business, operations, prospects, condition
(financial or otherwise), or property of the business organization
such that the security measures contemplated by an agreement with
DoD to mitigate FOCI would not reasonably be expected to remove
the possibility of unauthorized access to or adverse affect on the
performance of classified contracts.

MATERIAL/SIGNIFICANT CHANGE GLOSSARY

Beneficial Ownership Beneficial ownership of securities means that a person has or
shares the opportunity, directly or indirectly, to profit or share in
any profit derived from a transaction in the securities, and
includes the power to vote, direct the vote, dispose or direct to
dispose such security.

Business Organization As used herein, "business organization" means the entity
submitting the Material/Significant Change SF 328.

Indebtedness As used herein, "indebtedness" means its total liabilities,
obligations and reserves, contingent or otherwise, which, in
accordance with U.S. generally accepted accounting principles
("U.S. GAAP"), would be reflected as a liability on its balance
sheet, including without limitation (i) any obligation for
borrowed money or arising out of any credit facility, (ii) any
obligation evidenced by bonds, debentures, notes or other similar
instruments, (iii) any obligation to pay the deferred purchase
price of property or services, (iv) any obligation under
conditional sales or other title retention agreements, (v) the net



aggregate rentals under any lease as lessee that under U.S.
GAAP would be capitalized on the books of the lessee or is the
substantial equivalent of the financing of the property so leased,
(vi) any obligation to purchase securities or other property which
arises out of or in connection with the sale of the same or
substantially similar securities or property or (vii) any instrument
creating a mortgage, deed of trust, pledge, lien, security interest
or other charge or encumbrance against any of its property,
assets or leasehold interests.

Financial Statement As used herein, "financial statements" means the business
organization's most recent quarterly or annual balance sheet and
statements of income, retained earnings, and sources and
application of funds for such fiscal period, together with all notes
thereto and with comparable figures for the corresponding period
of its previous fiscal year, each prepared in U.S. dollars in
accordance with U.S. GAAP.

Tangible Net Worth As used herein, "tangible net worth" means, as of a stated date,
(i) the total stockholders' equity (including capital stock, paid-in
capital and retained earnings, after deducting treasury stock and
reserves) that would appear on the business organization's
financial statements prepared as of that date, less (ii) the
aggregate book value of all intangible assets shown on the
business organization's financial statements as of that date
(including, without limitation, goodwill, patents, trademarks,
trade names, copyrights, franchises, and unrealized appreciation
of assets).
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ISL 2010-01                                           January 28, 2010 
    
 
1.  (NISPOM 1-204) Cooperation with Federal Agencies and Officially Credentialed 
Representatives of Those Agencies.   
 
This article provides clarification of the requirement in NISPOM paragraph 1-204 for 
contractors to cooperate with Federal agencies and their officially credentialed 
representatives during personnel security (i.e., “background”) investigations of present or 
former employees and others.  The term “cooperation” in this NISPOM paragraph means 
providing suitable arrangements within the facility for conducting private interviews with 
employees during normal working hours, providing relevant employment and security 
records for review when requested, and rendering other necessary assistance. 
 
Relevant employment records include all personnel files, security records, supervisory files, 
and other records pertaining to the individual under investigation, and in the possession, or 
under the control of the contractor’s representatives or offices.  Simply referring an 
investigator to an automated (telephone or computer) employment verification service is not 
sufficient for a personnel security investigation.  It is necessary that employment files be 
reviewed during the course of a personnel security investigation for purposes beyond merely 
verifying the date(s) of employment and eligibility for rehire.  On-scene investigators must 
be able to compare information in the employment record with the information listed by the 
applicant on the personnel security questionnaire to determine if there are discrepancies or 
variances.   
Investigators also need to ascertain if the records contain any information that pertains to or 
may be relevant to the adjudication of the person’s eligibility for access to classified 
information, such as garnishments, excessive absenteeism, security violations, etc.   
 



Contractor investigators and any other contractor personnel who carry official credentials 
issued by the Department of Defense, the Office of Personnel Management (OPM), or any 
other Federal Agency who are conducting personnel security investigations are to be 
afforded the same level of cooperation as required for officially credentialed government 
representatives.  Those most likely to be encountered are contractor investigators 
credentialed by OPM conducting personnel security investigations. 
 
2.  (NISPOM 2-200b)  Security Management Office (SMO) Contact Information in 
JPAS.  
 
JPAS is the system of record for contractor eligibility and access to classified information 
for the Department of Defense.  Within JPAS, each contractor’s security office is 
represented by a SMO, which operates at a specified level and can be connected to other 
SMOs in ways that reflect real-world associations.  The following is provided in 
accordance with NISPOM paragraph 2-200b, which states that specific procedures for the 
use of the system of record will be provided by the cognizant security agency (CSA).   
 
SMO Account Managers must update all SMO contact information in JPAS by March 31, 
2010.   The current SMO office name and other identifying characteristics (such as phone 
and fax numbers and email addresses) are necessary to help Government security 
managers and facility security officers (FSOs) locate and contact one another.  Providing 
up-to-date email contact information is necessary to support future capabilities that will 
enable security officers to receive vital access and eligibility information without the 
need to be logged into JPAS. 

The SMO Maintenance screen allows Account Managers to create, deactivate, and delete 
SMOs. It also allows Account Managers to update office information, view all associated 
users for a SMO and maintain its parental (superior) relationships.  An Account Manager 
must have the proper user level and be within the same Service/Agency to establish and 
maintain a SMO.   Within JPAS, the Joint Clearance Access and Verification System 
(JCAVS) tutorial link provides instructions for SMO Maintenance.   

When creating and maintaining SMOs in JPAS, Account Managers must enter the email 
address and all contact information on the SMO Maintenance screen and must keep all 
contact information current.  Account Managers may enter multiple email addresses in 
the email text box within the SMO Maintenance screen; however, it is important to enter 
only email addresses in this box (separated by commas) and not names or telephone 
numbers.   

 

 

 



Procedures:  

• Log in to JPAS/JCAVS as the “Account Manager” 
• At the Main Menu, click on "Maintain Security Management Office"  
• Enter the SMO Code in the “Search Criteria” box 
• Click the SMO code link at the bottom of the window to select the SMO for 

maintenance 
• The "Security Management Office Maintenance" screen is displayed.  To update 

SMO Contact Information: 
o "Commercial Phone" Text Box: This is a required field. Enter the area 

code and phone number for a point of contact at the SMO. 
o "Commercial Fax" Text Box: Enter the area code and phone number for a 

fax number in service at the SMO. 
o "Email" Text Box: Enter the appropriate email address information for a 

point of contact at the SMO.  Multiple email addresses must be 
separated by a comma.  Do not enter names or telephone numbers in 
this field. 

• Click the [SAVE] button 
 
3.  (2-208) Acceptable Proof of Citizenship  
 
In July 2008, the U.S. Department of State began issuing a Passport Card for entry by 
U.S. citizens into the U.S. from Canada, Mexico, and the countries of the Caribbean and 
Bermuda at land border crossings or sea ports-of-entry.  The U.S. Passport Card, current 
or expired, is acceptable proof of U.S. citizenship for purposes of NISPOM paragraph 2-
208. 
 
4.  (3-102) Required Facility Security Officer (FSO) Training  
 
The NISPOM specifies contractors shall ensure the FSO completes security training 
considered appropriate by the cognizant security agency.  
 
Successful completion of the following courses and associated examinations by FSOs 
will constitute compliance with the training requirements of NISPOM paragraph 3-102: 

For FSOs of facilities not possessing classified information:  

• FSO Role in the NISP Web-based course  
• Essentials of Industrial Security Management (EISM)  

 

 



For FSOs of facilities possessing classified information:  

• FSO Role in the NISP Web-based course  
• EISM  
• Safeguarding Classified Information in NISP  
• Derivative Classification  
• Marking Classified Information  
• Transmission and Transportation for Industry  

These courses are provided by the Defense Security Service Academy and are available 
at the following website:  http://dssa.dss.mil/seta/fso_curriculum_descrip.html.    

5.  (NISPOM 6-104a) Release of JPAS records.  

JPAS, as a U.S. Government information system, contains official government records.  
The information in JPAS must be protected from unauthorized disclosure and used only 
for authorized purposes.  Contractor personnel may only use their JPAS accounts to 
manage the access records of their company’s employees and consultants, and to verify 
the access levels and employment affiliations of incoming visitors who require access to 
classified information.  Contractor personnel are not authorized to, and may not, release 
printed or electronic copies of JPAS records to any person or entity.  The appropriate 
U.S. Government release authority (commonly in an agency Privacy Act Office) is 
responsible for making release decisions regarding all JPAS records in accordance with 
the Privacy Act of 1974. 

http://dssa.dss.mil/seta/fso_curriculum_descrip.html
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ISL 2010-02                            February 22, 2010 
 
The National Industrial Security Program Operating Manual (NISPOM) paragraph to 
which this article pertains is indicated in parentheses.    
 
Reporting Requirements for Cyber Intrusions (NISPOM 1-301) 
 
Paragraph 1-301 of the NISPOM requires contractors1 to promptly report to the Federal 
Bureau of Investigation (FBI) (with a copy to DSS2) information coming to the 
contractor’s attention concerning “actual, probable or possible espionage, sabotage, 
terrorism, or subversive activities” at any of the contractor’s locations.   
 
The affirmative requirement for contractors to report these activities has been stated in 
the NISPOM since the first NISPOM was issued in 1995.  The NISPOM imposes this 
reporting obligation because the hostile acts listed in NISPOM 1-301 are, by their nature, 
so serious that when they are directed against any of a contractor’s locations, they can 
pose a threat to classified information and to the security of the entire contractor.  The 
specific form of the activity has no bearing on the basic requirement to report.   

                                                 
1 As defined by the NISPOM, a “contractor” is any industrial, educational, commercial or other entity 
that has been granted a facility clearance. 
 
2 Some contractors have executed a Framework Agreement under the DIB Cyber Security/Information 
Assurance Program to submit such reports to the Defense Cyber Crime Center (DC3).  These contractors 
may satisfy the requirement to provide a copy of NISPOM 1-301 reports to DSS by submitting a copy of 
their report to DC3.  DSS analysts at DC3 will determine if the report meets the threshold for reporting 
per the terms of this ISL.  If a report meets the threshold, the analysts will forward to DSS for appropriate 
action. 
 



 
Certain cyber intrusions3 will fall under the reporting requirement of NISPOM 1-301, 
regardless of the classification level of information contained on the affected system.  
Specifically, cyber intrusions that indicate actual, probable or possible espionage, 
sabotage, terrorism, or subversive activities against information systems (IS) maintained 
by contractors must be reported to the FBI, with a copy to DSS, regardless of whether the 
IS processes classified or unclassified information.   
 
Cyber intrusions are often targeted against specific information or technologies; however, 
the target cannot always be easily identified at the time the intrusions take place.  It may 
be unclear that the intrusions are intended to lead to espionage, sabotage, terrorism, or 
subversive activities when the initial intrusions concern systems processing only 
unclassified information.  Data gleaned from intrusions of systems containing 
unclassified information can include the identity of systems administrators, personal 
identifying information of employees that may provide indicators of exploitable issues 
(e.g., financial problems, drug use, etc.), or system vulnerabilities.  This data can then be 
used advantageously for nefarious reasons and to focus more specific technical and non-
technical exploitation techniques.  These intrusions may signal an increased level of 
security risk to the contractor, the classified Government programs it supports, the 
information it holds, and the contractor’s employees. 
 
A cyber intrusion reportable under NISPOM 1-301 may involve one or more of a 
combination of active efforts, such as:  port and services scanning from consistent or 
constant addresses, hacking into the system, placing malware hacking tools into the 
system, or passive efforts (e.g., unsolicited emails containing malware or internet sites 
that entice users to download files that contain embedded malware).  Reportable cyber 
intrusions may include exploitation of knowledgeable persons through “phishing” and 
“social engineering” that occur in or out of phase with the application of the malware. 
 
Contractors should consider the following guidelines when making a determination to 
report a cyber intrusion to the FBI and to DSS under NISPOM paragraph 1-301: 

• Evidence of an advanced persistent threat; 
• Evidence of unauthorized exfiltration or manipulation of information; 
• Evidence of preparation of contractor systems or networks for future unauthorized 

exploitation; 
• Activity that appears to be out of the ordinary, representing more than nuisance 

incidents; and 

                                                 
3 An intrusion, as defined in the National Information Assurance Glossary, Committee on National 
Security Systems Instruction No. 4009, is the unauthorized act of bypassing the security mechanisms of a 
system. 
 



• Activities, anomalies, or intrusions that are suspicious and cannot be easily 
explained as innocent. 

 
Contractors are also reminded they are required by NISPOM paragraph 1-302b, to report 
to DSS efforts by any individual, regardless of nationality, to “obtain illegal or 
unauthorized” access to IS processing classified information.  Additionally, under 
NISPOM paragraph 1-302j, contractors must report “significant vulnerabilities” 
identified in IS “hardware and software used to protect classified material.” 
 
 
 
 


