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east asia and the pacific

1. OVERVIEW

For the fifth consecutive year, the East Asia 
and the Pacific region retained its status 
as the home to the most prolific collectors 
of U.S. technology. Defense industry fiscal 
year 2008 (FY08) reporting revealed only 
minor variations from previous years in the 
types of technologies targeted and similarly 
the manner suspicious entities utilized to 
acquire them. Collectors of all persuasions 
continued to express keen interest in infor-
mation systems technologies, specifically, 
those with dual-use applications involving 
command, control, communication, 
computers, intelligence, surveillance, and 
reconnaissance (C4ISR) capabilities. 

Furthermore, there was little to no 
change in the collection method entities 
commonly employed. The direct request 
method of operation (MO) was, by far, 
the most prevalent technique of choice 
with collectors often brazenly requesting 
restricted technology. Interest in aeronau-
tics continued to swell and was especially 
focused on technologies associated with 
unmanned aerial vehicles (UAVs). 

The use of commercial entities to collect 
controlled information and technologies 
far outpaced any other collector category, 
further expanding its traditional dominance 
as the regional collection affiliation of 
choice. The continued decrease of reports 
from government or government affil iated 
entities collecting information and con-
comitant increase of reports emanating 
from commercial collectors reinforces the 
assessment that East Asian and Pacific 
collectors likely avoid traditional state-
sponsored affiliates in an attempt to mask 
ill icit intelligence activities. 

2. COLLECTOR AFFILIATIONS

As discussed in the overview, the com-
mercial category of collectors dominated 
FY08 reporting, more than doubling any 
other collector affil iation, a recurring 
theme noted over the last three years. The 
continued rise of the commercial collector 
affil iation and the corresponding downward 
trajectory in the number of government or 
government affil iated suspicious contact 
reports (SCRs), reiterated a growing 
reliance on collection methods that mask 
state-sponsored interest. Furthermore, 
SCRs indicated regional entities continued 
to exploit non-traditional collectors, like 
graduate and post-graduate students 
applying for positions in United States 
defense industry, as a guise to acquire 
sensitive technologies. 

Analyst Comment: While the growing 
global marketplace and ease of Internet 
connectivity may be partially respon-
sible for the increase in commercial 
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